Identifying a Psychometric Profile for Vulnerability Assessment Professionals
Talent Identification to Support Career Assessment
Martha Crosby, Ph.D. University of Hawaii - Manoa
Curtis Ikehara, Ph.D. Applied Computer Electronics Custom Design
Gregory P.M. Neidert, Ph.D, Professor Emeritus, Arizona State University
Morgan A. Zantua, M.A. University of Washington CIAC, Director Professional Workforce Development
ABSTRACT
An inter-collegiate research team completed initial research analysis of 119 professional cybersecurity
workers from government and industry to identify talent profiles aligned with four roles within the
Protect and Defend (PD) NICE Workforce Framework: Cybersecurity Defense Analyst, Cybersecurity
Defense Infrastructure Responder, Cybersecurity Incident Responder and Cybersecurity Vulnerability
Assessment Analyst. Anonymized data collected from multiple organizations with performance
assessments to build statistically validated psychometric profiles of high potential PD cybersecurity
candidates. Data collection was obtained using the World of Work Inventory (WOWI) a multidimensional on-line career assessment which measures six aptitude and achievement dimensions in the
Career Training Potentials, twelve work-style preferences in the Job Satisfaction Indicators and taskrelevant preferences related to seventeen career families in the Career Interest Activities. Anonymized,
aggregated ranked data described profiles of existing high performing candidates working in the field.
Utilization of a methodology to identify cybersecurity talent at different phases of an individual’s career
life cycle supports recruitment of high potential talent from diverse backgrounds to increase the
numbers of candidates entering cybersecurity education and training programs.
Keywords: Career Guidance, Cybersecurity Workforce Framework, Vulnerability Assessment, Incumbent
Worker Training
INTRODUCTION
Early projections in “A Human Capital Crisis in Cybersecurity” iare overshadowed by current projections
of nationalii and global demandsiii,iv for cybersecurity workers at over 1 million people in the national
cybersecurity workforce by 2024. v vi Societies reliant on the Internet of Things are vulnerable to cyber
attacks on critical infrastructures and the internet-based economies. Sufficient quantity of quality
cybersecurity talent is a national and global concern.vii Discussions in academic and government circles
include professionalization of the field leading to career occupations. Perhaps one day professional
licensing, based upon education, training and continuing education will be the standard.viii The question
remains: How do we identify top talent, candidates suited to specific cybersecurity roles?
Multiple factors play into selection of a cybersecurity talent search process. Is it a question of candidates
with innate talent or can individuals be nurtured into the field? Secondary factors of this approach
require candidates have an intense personal interest, open to coaching and mentoring, and nurtured by
a well-structured pedagogical process. ix Strategies to fill cybersecurity talent pipelines acknowledge
competitions “attract those already committed to the profession than interesting and developing those
still exploring their interest.”x Pipelines to cybersecurity professions traditionally rely on computer
science, IT, engineering departments to educate students, and do not have capacity to address the short

and long term demands for cybersecurity professionals. US initiatives, NICE/NIST and DHS/NSA partner
to increase awareness of cybersecurity and represents a cultural shift to promote entry into an
emergent career field. Gaps exist in assessing the qualifications and potential of candidates including
and beyond the technical skills generally associated with computer science/engineers. Cybersecurity
requires professionals with strong communication and team skills to work across departments and
disciplines,xi through identification and career guidance for potential cybersecurity talent.
Benchmarking cybersecurity to medicine is a recurring theme within the cybersecurity research
community. In 1910 Abraham Flexner funded by Carnegie Melon transformed American medical
educationxii, ultimately leading to the standardization of curriculum xiiiprofessionalization of occupations
within medicine. Initiatives led by National Initiative Cybersecurity Educationxiv, NIST and the Centers of
Academic Excellence network xvguided by NSA and DHS parallel Flexner work in the early 20th century.
Educational institutions and systems, collaborating with NSA/DHS curriculum standards, grapple with
identifying a curricular system reflective of licensed occupations which was addressed by the medical
profession.xvi Stephanie Keith, Director, Cyber Workforce Management, Department of Veteran Affairs,
compared the current state of cybersecurity to where the American medical field was in the early
twentieth century during her panel presentation at the NSA Executive Leadership Forum in 2019.
The 2010 study “Psychological Profile of Surgeons and Surgical Residents”xvii methodology informed our
research team study when selecting NICE job roles, Cybersecurity Defense Analyst, Cybersecurity
Defense Infrastructure Responder, Cybersecurity Incident Responder and Cybersecurity Vulnerability
Assessment Analyst, within the Protect and Defend NICE Workforce Framework. The original
methodology used two of the three components, Job Satisfaction Indicators (JSI) and Career Interests
Activities (CIA) to build a profile for surgical burn residents. Acknowledging rigors of medical school,
internship and residency programs, as well as the highly competitive vetting process to become a
candidate for a surgical residency, administering the Career Training Potential (CTP) was deemed
unnecessary. Surgeons and residents ranked by leadership and a performance profile, based upon two
of the three WOWI scales ensued. All three scales are described in Methods.
Methods
Cybersecurity workers participants were from seven organizations located in the US Pacific Northwest.
They spanned government: federal and state agencies, a national laboratory, and a military unit. The
non-government entities included retail, telecommunications and transportation corporations. While
twenty organizations were contacted and understood their contribution would impact the
professionalization and development of quality cybersecurity talent, the seven participating
organizations had the management support, organizational culture, and desire to participate. The final
data set was aggregated from 119 cybersecurity professionals.
On-site, online administration of the World of Work Inventory (WOWI) occurred on computers in
proctored conference rooms. In addition to the anonymized assessment, human resource departments
provided job descriptions and additional information on the individual’s performance ranking within the
organization’s team, their years in the job role and years within the organization was obtained through
different methods depending upon the size and culture of the organization. In compliance with the UW
Institutional Review Board standards, individual assessments were anonymized and data was
aggregated initially by site. The Research data was distributed to different computer networks isolating

assessment results from managers’ additional information. Aggregated data was analyzed and
interpreted by team members.
Instrument Structure: World of Work Inventory Structure
Three scales comprise the World of Work Inventory (WOWI) providing a comprehensive career profile
measuring 35 categories. The WOWI is a multi-dimensional, on-line career assessment. It measures six
aptitude and achievement dimensions in the Career Training Potentials, twelve work-style preferences
in the Job Satisfaction Indicators and task-relevant preferences related to seventeen career families in
the Career Interest Activities. A description of what each dimension’s subscales measure is provided
below in Tables 3, 4 and 5. xviii

Data
For candidates coming into this cybersecurity career pathway, having high scores in Verbal, Numerical,
Abstraction, Mechanical/ Electrical and Organizing would match the work skills of employees of all seven
organizations. Although having innate abilities in these areas would provide an advantage, training in
these areas is easily accomplished and would also have a positive impact.
Analysis Summary
Tables
Table 1. WOWI Results of the Seven Participating Organization
Organization 1

Organization 2

Organization 3

Organization 4

Organization 5

Organization 6

Organization 7

n=55

n=17

n=15

n=13

n=12

n=4

n=3

Verbal

47.05

Verbal

47.76

Verbal

47.07

Verbal

43.69

Verbal

46.17

MeElW

47.25

Verbal

45.33

Numeri

41.67

Numeri

41.88

Abstract

40.00

Numeri

43.08

Numeri

40.67

Numeri

44.00

MeElW

44.33

Abstract

40.44

Abstract

41.65

Numeri

36.53

Abstrac
t

42.46

MeEl

36.67

Abstract

44.00

Numeri

42.67

MeEl

37.89

MeEl

37.65

MeEl

35.73

Manag
e

40.38

Abstrac

36.33

Engine

43.75

SelfCnt

42.00

Spatial

33.31

Organi

32.47

Object

32.67

MeEl

37.54

Spatial

34.00

Rigor

42.00

Abstrac

40.00

Organi

32.80

Spatial

31.29

Organi

32.00

Organi

36.0

Organi

31.33

Verbal

41.50

MeEl

40.00

Table 1 lists the number of participants of each organization with the mean for the 6 highest scoring areas of
the seven organizations. Each organization’s data is sorted by the mean from high to low.
Table 2. Number of High Scoring Areas Common among the Different Organizations

Variable
Label

WOWI Scale

#

Verbal

Verbal

7

Numeric

Numerical

7

Abstract

Abstraction

7

MeEl

Mechanical/Electrical
(aptitude)

6

Organi

Organizing

5

Spatial

Spatial

3

MeElW

Mechanical/Electrical Work
(interest area)

2

Engine

Engineering & Related

1

Manage

Managerial

1

Object

Objective

1

Rigor

Rigorous

1

SelfCnt

Self-Controlled

1

Table 2 shows Verbal, Numerical, Abstraction, Mechanical/Electrical and Organizing are among the
highest scoring areas for the seven organizations.
Data issues
Based upon the methodology, this format has the potential for bias in the results. Organizations
scheduled time for their workers to participate. Ultimately individuals self-selected into the study as
participation was not mandatory. Leadership ranking results indicated organizations’ team members
were above average to high performers. No data was collected from individuals identified as being poor
performers.
The sample size for each organization was generally small and was particularly small for organization 6
and 7. Recommendations for future research from a data perspective would include larger sample sizes.
Research format could be adapted to administer the WOWI to populations, such as students or
incumbent workers, prior to cybersecurity education or training. Upon completion of the training high
performance profiles could be correlated with the WOWI profiles.
Interpretation of the data
Generally, performance dimensions (e.g., Knowledge, Skills & Abilities), process characteristics (e.g.,
work styles) and content preferences (e.g., task-relevant interests) are among the strongest predictors
of good person-job fit. They are therefore useful for a priori identification of likely high achieving
individuals in the selection process.

This study clearly highlighted the relevance of the performance dimensions, as measured by the Career
Training Potentials subscales of the WOWI, for identifying high performing cybersecurity professionals.
These tend to be first order predictors of good person-job fit and they emerged as such in this research.
High scores in the Verbal, Numerical, Abstraction, Mechanical/Electrical and Organizing Skill were
important factors for the cybersecurity professionals studied across virtually all seven organizations. This
indicates that - at least for the Cybersecurity Defense Analyst, Cybersecurity Defense Infrastructure
Responder, Cybersecurity Incident Responder and Cybersecurity Vulnerability Assessment Analyst
studied – these skills consistently are central to doing their jobs well. As a result, in addition to using the
standard industry criteria for selection, this suggests including measures of the above mentioned
aptitude and achievement areas, as well.
The process characteristics (a second order predictor, measured by the WOWI’s Job Satisfaction
Indicator scales) and the content preferences (a third order predictor, measured by the WOWI’s Career
Interest Activities) did not emerge as consistent predictors of high achieving individuals across
organizations. We believe this is because of increased error variance introduced by at least four
limitations of the present study. First, there were generally small sample sizes from each organization.
Second, data was obtained only from high performing cybersecurity professionals. Third, data was
collected on four different cybersecurity jobs. Fourth, each job and the organizational culture within
which it was embedded contributed to additional uncontrolled sources of error variance. Consequently,
this study was unable to obtain the statistical power to identify important characteristics, beyond the
performance dimensions, which we believe would have emerged as consistent and statistically
significant characteristics common to all high performing cybersecurity professionals across
organizations. Further, based on previous research on other occupations, we contend that by remedying
these limitations we would be able to identify at least three to five statistically significant factors in each
of the WOWI’s three major scales that would reliably distinguish high performing from low performing
cybersecurity professionals.
CONCLUSIONS
Results from this study indicated that Verbal, Numerical, and Abstraction areas were among the highest
scoring classifications for 100% of the participating organizations and the Mechanical/Electrical Work
and Organizing categories were common to over 70% of study participants.
The cybersecurity talent pipelines tend to rely on computer science, IT, engineering departments to
educate students. These fields do not have the capacity to meet the current and rapidly increasing
demand for cybersecurity talent. The importance of the Verbal classification in this study may possibly
indicate these cybersecurity professionals are a small select group of computer science and engineering
major with high verbal aptitudes; these cyber people are coming from other high verbal majors such as
business or liberal arts; and/or, since participants self-selected, high verbal people disproportionally
volunteered for this study. Verbal, Numerical, and Abstraction capabilities are considered general
education requirements for most higher educational institutions. Capitalizing on these attributes could
expand recruitment to departments outside of computer science, IT and engineering to find individuals
with strong soft skills who could be nurtured into a variety of cybersecurity roles.
The demand for critical thinkers adept at delivering cybersecurity to decision makers with diverse
technical and non-technical backgrounds is growingxix xx. According to a Wall Street Journal Survey of 900
executives, “92% said soft skills were equally” important as hard skills. Multidimensional assessment

tools, such as the WOWI, could help predict additional factors such as Job Satisfaction Indicators, soft
skills, task-relevant career interests, and openness to mentoring and adapting to workplace
environments. Continued research incorporating these additional scales can significantly increase the
number of students, incumbent and transitional workers capable of succeeding as cybersecurity
professionals.
Recommendations
Based upon the growing demand for workers and the growing diversity in the field, continued
psychometric profiling to expand the pool of potential cybersecurity workers is essential. A next step
could engage major corporations, employing large numbers of cybersecurity professionals, in research
design and execution to resolve the limitations of the present study. An additional benefit this approach
provides is access to larger teams performing consistent tasks. Studying large numbers of highperforming and low-performing cybersecurity professionals would also provide sufficient data allowing
any consistent differentiating factors within both the JSI and CIA scales to emerge.
Replicate this study using work roles from different NICE Specialties with distinct different sets of
knowledge, skills, abilities (KSAs) and Tasks. Building a body of data that will differentiate specific KSAs
which will define ideal psychometric profiles of individuals capable of high performance in targeted
cybersecurity specialties.

i

Evan, K., Reeder, F. (2010) A Human Capital Crisis in Cybersecurity: Technical Proficiency Matters, Center for
Strategic Initiatives
ii
www.cyberseek.org
iii
Newmeyer, K.P., (2015) Elements of National Cybersecurity Strategy for Developing Nations, National
Cybersecurity Institute Journal, Vol 1, No.3, pp 9-19
iv
Fourie L., Sarrafzadeh, A., Pang, S., Kingston,T., Hettema, H. and Watters, P. (2014). The global cyber security
workforce : an ongoing human capital crisis. 2014 Global Business and Technology Association Conference. 173184 ISBN 1-932917-10-1.
v
Casesa, P., A. (2019) The 5 Most In-Demand cybersecurity jobs for 2019, Cyber Workforce, https://blog.focalpoint.com/the-5-most-in-demand-cyber-security-jobs-2019
vi
Kauflin,J.(2017) Forbes. The Fast-Growing Job With A Huge Skills Gap: Cybersecurity
vii
Hoffman., L.J., Burley, D.L., Toregas, C., 2011, Thinking Across Stovepipes: Using a Holistic Development Strategy
to Build the Cybersecurity Workforce, George Washington University Cyber Security Policy and Research Institute,
GW, CSPRI 2011-8
viii
Burley, D.L., Eisenberg, J., Goodman, S.E., Privacy and Security Would Cybersecurity Professionalization Help
Address the Cybersecurity Crisis? , Viewpoints, Communications of the ACM 2/2014, VOL 57, No 2.
ix
Endicott-Popovsky, B., Popovsky, V.M., (2018) Searching and Developing Cybersecurity Talent, Journal of The
Colloquium for Information System Security Education Ed. 5, Issue 2
x
Tobey, D.H., Pusey, P. Burley, D.L., (2014) Engaging Learners in Cybersecurity Careers: Lessons from the Launch of
the National Cyber League, AMC 2153-2184/14/03.
xi
Baker, M., Striving for Effective Cyber Workforce Development, CERT Software Engineering Institute, Carnegie
Mellon University5/2016
xii
Duffy, P.T., MD.Yale J Biol Med. 2011 Sep; 84(3): 269–276.

xiii

Finnerty, E. P. PhD; Chauvin, S.,MEd, PhD; Bonaminio, G. PhD; Andrews, M. PhD; Carroll, R. G. PhD; Pangaro,
L.N., MD.,Flexner Revisited: The Role and Value of the Basic Sciences in Medical Education, Academic Medicine
2010, Feb pp349-355
xiv
https://www.nist.gov/itl/applied-cybersecurity/nice
xv
https://www.caecommunity.org/
xvi
Conklin, W.A., Cline, Jr., R.E., Roosa,T., Re-engineering Cybersecurity Education in the US: An Analysis of the
Critical Factors, 2014 47th Hawaii International Conference on Systems Science
xvii
Foster,KN, Neidert, GPM, Brubaker-Rimmer, R, Artalejo, D and Caruso, D M (2010) Psychological Profile of
Surgeons and Surgical Residents, APDS Spring Meeting,
Http://www.wowi.com/about/Psych_Profile_of_Surgeons_and_Surgical_Residents.pdf
xviii
Neidert, G.P.M.N, Ortman, N.I. (2001) Interpretation Manual for the World of Work Inventory, 5 th Edition,
Tempe, AZ, World of Work, Inc.
xix
Soffel, J, (2016), What are the 21st century skills every student needs?, World Economic Forum
xx
Polo, BJ, Silva, PA, Crosby, M, (2018) Applying Studio-Based Learning Methodology in Computer Science
Education to Improve 21st Century Skills, in 5th International Conference on Learning and Collaboration
Technologies Zaphiris, P., Ioannou, A. (eds.), Springer Lecture Notes in Computer Science.

